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Decision/action requested

This document gives information about a recently reported vulnerability in 5G AKA
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Rationale

A recent publication [1] (preprint available here [2]) is claiming three vulnerabilities:
1. 
Due to a lack of channel binding, KSEAF and SUPI could be confused between concurrent sessions between HN (Home Network) and SN (Serving Network). This would allow an attacker to bill someone else.
2.
An attacker can impersonate a serving network towards a subscriber, because implicit authentication is deferred to use of keys.
3.
An active attacker can trace a subscriber through use of the AKA protocol if the attacker is and stays in physical vicinity of the subscriber.
The security working group (SA3) in 3GPP has evaluated the claimed vulnerabilities and has the following comments:

SA3 welcomes the effort put in by researchers in trying to formally analize the protocols used in 3GPP systems. SA3 is especially looking forward to the point when these tools have progressed to the point they can be used to model verification of complete systems, preferably with an ease of use that allows verification during the standardization process.
3GPP is taking the claims seriously and analysed them thoroughly and would like to note the following with respect to the respective claims:

1. Lack of channel binding: The researchers based their conclusions on TS 33.501 version 1.0.0. Since the research was done, the specification was updated such that KSEAF and SUPI are sent to the serving network in the same message, which should mitigate part of the confusion attack. Furthermore, the channel confusion presumed in the paper is based on an analysis of 5G AKA without taking the further aspects of the system into account. With respect to this topic, SA3 believes that this is taken care of in implementations and further stage-3 specifications as otherwise the system would not function, even when not under attack. Therefore, the binding and the corresponding billing problem described in the paper does not exist in 5G when looking at the system as a whole.
2. Impersonation attack: The researchers claim that an implicit key authentication is not part of the authentication procedure. From 3GPP perspective, NAS SMC needs to be considered as integral part of the authentication and key agreement procedure, as it is not possible to receive or request any service from the network before NAS SMC has been performed. Any impersonation attack is therefore mitigated by the fact that NAS SMC implicitly authenticates the keys and is required before any data is exchanged between the UE and the network.

The authors also mention that an impersonation attack may take place in case of emergency calls. SA3 would like to note that emergency calls are the same as normal calls, except for the case of unauthenticated emergency calls. Unauthenticated emergency calls do not perform or rely on any authentication, hence the name. They are a result of an inherent tradeoff between user safety on the one hand and confidentiality and integrity on the other hand. The decision to allow unauthenticated emergency calls is made by local regulation. 
3. Tracing attacks: There was a decision by SA3 not to counter tracing attacks in the authentication protocol, because these types of attacks would continue to be possible on application layer. 
